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(57) Embodiments of the present invention relate to 
a data processing system and method for protecting im- 
portant or sensitive data. In preferred embodiments, the 
Windows registry contains registry data associated with 
such important or sensitive data and software is ar- 
ranged to transverse the registry to locate the registry 



data. The located registry data might be used to at least 
alert the user the to existence of the data and, prefera- 
bly, to create a copy of the important or sensitive data 
either in the form of a back-up copy, which can be used 
to restore the important or sensitive data, or in the form 
of a package, which can be used to install the data on 
another computer. 
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Description 

Field of the Invention 

[0001] The present invention relates to a data s 
processing system and method and, more particularly, 
to such a system and method to backup data or transfer 
data between computers. 

Background to the Invention to 

[0002] The increase in sophistication of modem com- 
puter applications allows users to tailor the operation 
and use of those applications to meet their needs. For 
example, Internet Explorer is a web-browser that allows 15 
users to traverse the Internet and view web-pages. The 
user can add the URL of any Interesting web-page to a 
favorites' list. The favorites' lists represents a collec- 
tion of URLs of interesting web pages collated by the 
user over a relatively long period of tirye. The collection 20 
of URLs is stored on the hard drive, typically, in a direc- 
tory called "c-Jwindowsffavorites". Since such a list is 
usually compiled over a relatively long period of time and 
can become quite extensive, it would be virtually impos- 
sible to reconstruct the list of favourite URLs from mem- 25 
ory if the list became corrupted or unusable. Internet Ex- 
plorer, therefore, provides away of saving the "favorites' 
list using the ''export" menu option. This menu option 
produces a file containing a copy of all URLs contained 
within the favourites list. This file can be stored as a so 
back-up file for later retrieval should the favourites list 
become corrupted. Also, the exported favourites list can 
be imported for use by Internet Explorer on another 
computer. 

[0003] A further example of an application that allows ss 
users to create Important data is the email application 
Outlook available from Microsoft Corporation. Outlook 
allows a user to collect or create a list of contacts, that 
is, a list of the names, addresses, telephone numbers, 
fax numbers, mobile numbers and other personal de- 40 
tails of business contacts and friends. It can be appre- 
ciated that such a list may be greatly important to the 
user and that the user would like to take measures to 
prevent it becoming corrupted or, in the event of the user 
changing their computer, would like to ensure that the 45 
content of the contacts list is ported to the new computer. 
[0004] The transfer of the "favorites" lists or the "con- 
tacts" details between computers or their export for safe 
keeping requires a relatively sophisticated user. Such a 
transfer or back-up may be beyond the capability of so 
most users, even for relatively common place and easy 
to use programs such as Internet Explorer and Outlook. 
[0005] There are many other applications that create 
important user data, some of which are not so visible to 
the user. Transferring these files between computers or ss 
creating a back-up of these files would be extremely dif- 
ficult in the absence of specific detailed technical knowl- 
edge of the operation of the applications and the direc- 
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tories used by such applications. 
[0006] The same considerations apply to user set- 
tings for applications. Internet Explorer may be config- 
ured In a great many ways. For example, the security 
settings can be selected to accommodate a number of 
different levels of security when traversing the Internet. 
Any of the Initialisation of files may be, again, unknown 
to all but the most sophisticated of computer users. 
[0007] A well-known email security application, PGP, 
uses public and private key encryption to facilitate the 
secure exchange of data. The public and private keys 
used by the software are crucial to the correct operation 
of the application. Changing computer system without 
also transferring the keys from the old computer system 
might lead to a position where the user is unable to view 
encrypted data due to the private key being unavailable. 
Again, unless a user remembers to transfer such keys, 
which requires a relatively sophisticated user, there is a 
danger that the keys will become lost and the risk that 
previously viewable encrypted data would be rendered 
unviewable would materialise. 
[0008] Therefore, there exists the risk that important 
data, user files or configuration settings may become 
irrecoverably corrupted pr may be overlooked when 
commissioning a new computer in an attempt to ensure 
that it reflects, to a desirable extent, the configuration of 
an old computer. 

[0009] It is an object of embodiments of the present 
Invention at least to mitigate some of the problems of 
the prior art. 

Summary of Invention 

[0010] Accordingly, a first aspect of embodiments of 
the present invention provides a data processing sys- 
tem comprising first n on -volatile storage storing a data 
structure; the data structure comprising an entry having 
an associated identifier and data identifying the location 
of a file comprising a copy of at least a user or software 
created data stored using second non-volatile storage; 
and first software comprising means to transverse the 
data structure to Identify the associated identifier and 
means to retrieve and Install the copy of the user or soft- 
ware created data in a predeterminable location of the 
first non-volatile storage; the associated identifier com- 
prising data Identifying the entry as containing the loca- 
tion data. 

[0011] Advantageously, the sensitive or important da- 
ta created by the users or software, or relating to the 
configuration of applications or software, can be readily 
identified, backed-up and restored or transferred be- 
tween computers without the user being a relatively so- 
phisticated computer user. 

[0012] A second aspect of embodiments of the 
present invention provides a data processing system 
comprising first non-volatile storage storing user or soft- 
ware created data and first software comprising means 
to create and store a copy of the user or software cre- 
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ated data using second non-volatile storage and means 
to create within a data structure, stored using the first 
non-volatile storage, an entry having an associated 
Identifier and data Identifying the location of the copy of 
the user or software created data on the second non- 
volatile storage; the associated identifier comprising da- 
ta identifying the entry as containing the location data. 
[001 3] Suitably, a backup copy of important user data 
or important software created data can be stored re- 
motely on some form of non-volatile storage for later re- 
trieval or for use in transferring data between comput- 
ers. 

[0014] When a user changes their computer, there is 
the risk that they may overlook, or fail to transfer be- 
tween computers, user data or system settings of appli- 
cation. Accordingly, a third aspect of embodiments of 
the present invention provides a data processing sys- 
tem comprising first non-volatile storage storing a data 
structure comprising an entry associated with user or 
software created data and first software comprising 
means operable to create a data package comprising a 
copy of the user or software created data and restoration 
data identifying at least one of a current storage location 
of the user or software created data on the first non- 
volatile storage or an association with an application. 
[0015] A fourth aspect of embodiments of the present 
invention provides a data processing system comprising 
non-volatile storage and first software comprising 
means arranged to store a copy of user or software cre- 
ated data originating from further non-volatile storage of 
a different data processing system using said non-vol- 
atile storage and means to create within a data struc- 
ture, stored using said non -volatile storage, an entry 
having an associated identifier and data identifying the 
location of the user or software created data on said 
non -volatile storage; the associated identifier compris- 
ing data identifying the entry as containing the location 
data. 

[0016] A fifth aspect of embodiments of the present 
invention provides a data processing system comprising 
first non-volatile storage storing a data structure and us- 
er data, associated with a user application (local stor- 
age); a first application comprising code means ar- 
ranged to store a copy of at least a portion of the user 
data using second non-volatile storage (backup stor- 
age) and means to create a record, within the data struc- 
ture, containing data relating to at least the location of 
at least one of the user data and the copy of the at least 
a portion of the user data. 

[0017] A sixth aspect of embodiments of the present 
invention provides a data processing method compris- 
ing the steps of storing, within a data structure stored 
using first non-volatile storage, location data identifying 
the location of both a copy of user or software created 
data and restoration data associated with a predeter- 
mined location of the user or software created data; the 
copy of the user or software created data and the res- 
toration data being stored using second non-volatile 
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storage; retrieving the copy of user or software created 
data and the restoration data using the location data and 
installing, on the first non-volatile storage, the user or 
software created data at the p redeterminate location 

s determined by the restoration data. 

[0018] A still further aspect of embodiments of the 
present invention provides a data processing method 
comprising the steps of storing, within a data structure 
stored using first non-volatile storage, location data 

10 Identifying the location of both a copy of user or software 
- created data and restoration data associated with a pre- 
determined location of the user or software created da- 
ta; the copy of the user or software created data and the 
restoration data being stored using second non-volatile 

is storage; retrieving the copy of the user or software cre- 
ated data and the restoration data using the location da- 
ta and Installing, on third non-volatile storage, the user 
or software created data at the predeterminable location 
determined by the restoration data. 

20 

Brief Description of the Drawings 

[001 9] Embodiments of the present Invention will now 
be described, by way of example only, with reference to 
25 the accompanying figures in which: 

figure 1 illustrates an embodiment of a data 
processing system; 

so figure 2a shows a portion of a data structure used 
by embodiments of the present invention; 

figure 2b depicts a screen presented by back-up 
and restoration software used to create registry en- 
35 tries; 

figure 3 illustrates a flowchart for creating entries in 
the data structure shown in figure 2a; 

40 figure 4 depicts a flowchart of a file restoration proc- 
ess; 

figure 5 shows a flowchart for processing sensitive 
or important data; 

45 

figure 6 illustrates a flowchart of a process for In- 
stalling sensitive or important data on a new com- 
puter; and 

50 figure 7 shows the process for installing a new ap- 
plication on a computer system. 

Description of the Preferred Embodiments 

55 [0020] Figure 1 shows a data processing system 100 
comprising a computer system 102. In the illustrated 
embodiment, the computer system 102 runs an applica- 
tion 1 04, which produces user data 1 06. The application 
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104 may be, for example, Internet Explorer or Outlook 
and the user data 1 06 may represent URLs of the "fa- 
vorites" Wst of Internet Explorer or 'contacts' data for use 
by Outlook. The computer system 1 02 Is arranged to be 
able to store applications and associated data on an 
HDD 1 08. Typically, a copy 1 1 0 of the user data 1 06 will 
be stored on the HDD 1 08 and retrieved by the applica- 
tion 104 when needed. 

[0021] The illustrated computer system 1 02 may run 
an operating system 1 09 such as, for example, a version 
of Windows, available from Microsoft Corporation. The 
Windows operating system 109 uses a registry 112 to 
assist in the smooth running of the computer system 
102. The registry 112 Is also stored on the HDD 108. 
[0022] The computer system 102 also comprises 
back-up and restoration software 114 for performing 
back-up of the user data 106 or the copy of that user 
data 110. Any such back-up may be implemented using 
locally accessible non-volatile storage (not shown) or re- 
motely accessible non-volatile storage such as, for ex- 
ample, a network HDD 11 6 that is accessible via a com- 
munication network 118. The back-up HDD 116 is illus- 
trated as containing a back-up copy of the userdata 1 20. 
[0023] The back-up and restoration software 114 
reads a registry entry 122, created during installation of 
the application 104, associated with the user data 106. 
The userdata registry entry 122 comprises an identifier 
(not shown) that is recognisable by the back-up and res- 
toration software 114. The user data registry entry 122 
also comprises data associated with the back-up of the 
user data 120. That data provides an indication of the 
file name and location of the back-up copy of the user 
data 120 to allow the back-up copy 120 to be-retrieved 
and restored in the event of failure or corruption of the 
user data 106 or the copy of the user data 110 stored 
on the HDD 108. 

[0024] The back-up copy of the user data 120 also 
comprises restoration data 124. The restoration data 
124 provides an indication of where the user data 120 
should be stored in the file structure (not shown) used 
by the operating system 1 09. In preferred embodiments, 
the restoration data 124 comprises an Indication of the 
, drive name and associated path to which the back-up 
of the user data 120 should be restored. 
[0025] Referring to figure 2a, there is shown a portion 
200A of the operating system registry 112 according to 
an embodiment The registry 112 is illustrated as con- 
taining the user data registry entry 122 associated with 
the user data 1 06 created using the application 1 04. The 
registry entry 122 comprises a unique registry ID 204. 
In the illustrated example, the unique registry ID is 
"CLSID - 0006". The ID 204 allows the back-up and res- 
toration software 114 to identify registry entries relating 
to data that is important to the user or software. Prefer- 
ably, the unique registry ID might also comprise an In- 
dicated of the categories of associated data that is im- 
portant to the user or software. In the illustrated exam- 
ple, the registry entry 122 comprises a data key 206, a 
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directory key 208 and a registry key 21 0. The data key 
206 contains the name of the back-up copy of the user 
data or user file. The directory key 208 contains the full 
path name of the file or files Identified under the data 
5 key 206. The registry key 21 0 contains a list of registry 
keys associated with the back-up file, the user data or 
user file or the application used to create the user data 
or user application. 

[0026] In preferred embodiments, such a combination 
10 of elements represents an embodiment of a data struc- 
ture entry. In the case where the data structure is the 
Windows registry, such a collection of elements is re- 
ferred to as a registry entry. 

[0027] In general terms, as will be appreciated by one 
15 skilled in the art, the registry is a central hierarchical da- 
tabase used in Microsoft Windows 9x, Windows CE, 
Windows NT, Windows 2000 and Windows XP. It stores 
information used to configure the systemf or one or more 
users, applications and hardware devices. The registry 
20 contains Information that Windows uses during opera- 
tion, such as profiles for each user, the applications in- 
stalled on the computer and the types of documents that 
each can create, property sheet settings for folders and 
application icons, data on hardware that exists within the 
25 system, and which ports are being used. 

[0028] Referring to figure 2b, there Is shown a screen 
200B presented by the back-up and restoration software 
114 in producing the back-up file 120 and restoration 
data 124. The screen 200B allows the user to select, in 
so the illustrated embodiment, a number of features or 
components intended to form part of the back-up file. 
These components Include, for example, the selection 
of personal data via a corresponding check box 202 B, 
the selection of configuration or personal files via a cor- 
35 responding check box 204B, the inclusion of software 
application binaries via a corresponding check box 
206B and a check box 208B for the selection of all of 
the preceding three options. 
[0029] Preferably, the screen 200B also presents two 
40 further options that govern the form of the back-up file 
produced by the back-up and restoration software 114. 
The options are a 'self-installer* option 21 0B and a tele- 
distribution option 21 2B. The self-installer option 21 0B 
is used to instruct the back-up and restoration software 
45 114 to produce an executable file which, when execut- 
ed, will install the back-up copy of the user data In a 
location dictated by the associated restoration data 1 24. 
This feature will be typically selected when migrating da- 
ta and applications from one computer to another com- 
50 puter. The tele-distribution option 21 2B is used to dupli- 
cate an application on multiple computer systems in a 
manner that Is quicker than a standard Install process. 
A centrally accessible backup copy of the application is 
created together with restoration data. The restoration 
55 data comprises an indication of where in the file system 
the application should be installed. The restoration data 
also comprises backup copies of the registry entries as- 
sociated with that application. The backup copy of the 
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registry entries are Installed in the registry In the appro- 
priate place when the backup copy of the application is 
Installed on a new computer system. It will be appreci- 
ated that the success of the above may be Influenced, 
to some extent, by the compatibility of the registries of 
the operating systems used by the computer systems. 
[0030] In preferred embodiments, If neither of the 
package type options are selected, the default position 
is that a back-up copy is created in a predetermined 
back-up directory. 

[0031] Referring to figure 3, there is shown a flowchart 
300 of a process by which the back-up and restoration 
software 114 reads the user data registry entry 122 and 
creates the back-up copy of the user data 120. At step 
302, the back-up and restoration software 114 identifies 
the location of the user data 110. Typically, in preferred 
embodiments, the location of the user data 1 10 will cor- 
respond to the file name and path of the copy of the user 
data 110. In step 304, the back-up and restoration soft- 
ware 1 1 4 creates the back-up copy of the user data 1 20, 
in a preferred embodiment, on the remote HDD 116. As 
indicated above, the back-up copy of the user data 1 20 
also comprises restoration data 124, also created In 
step 304, that is used to restore the user data when ap- 
propriate. The restoration data 124 comprises the loca- 
tion data identified in step 302. The back-up and resto- 
ration software 114 creates or reads the registry entry 
1 22 within the registry 112 corresponding to the user da- 
ta In step 306. Therefore, the registry entry 122 can be 
used in future traversals of the registry 1 12 by the back- 
up and restoration software 1 1 4 to identify important us- 
er data. 

[0032] Figure 4 shows a flowchart 400 of the process 
performed by the back-up and restoration sofware 114 
to restore user data. At step 402, the back-up and res- 
toration software 114 scans the registry 112 for entries 
relating to back-up files. The software 1 14 achieves this 
using the specific identifiers described above. Upon lo- 
cation of an entry such as, for example, register entry 
122, the location of the back-up copy of the user data 
120 and the corresponding restoration data 124 is de- 
termined at step 404. The location data {not shown) is 
used to retrieve the back-up of the user data 120 and 
the restoration data 124 at step 406. The retrieved res- 
toration data 124 is used to identify the appropriate 
place within the file system (not shown) at which the 
back-up copy of the user data 120 should be stored to 
restore the user data at step 408. Having identified the 
appropriate location within the file system for the resto- 
ration, the user data 11 0 is restored or created using the 
back-up copy of the user data 120 at step 41 0. 
[0033] Referring to figure 5, there is shown a flowchart 
500 of a process relating to the installation of a new ap- 
plication that will create user data. The new application 
is installed at step 502 In the conventional manner. The 
user, or the application being installed, informs the back- 
up and restoration 114 of the names and locations of 
user files or user data that have been, or that could po- 



tentially be, used by the new application at step 504. 
The back-up and restoration software 114, at step 506, 
creates registry entries identifying the location of the us- 
er data or user files created by, or that could be poten- 

5 tialfy created by, the application. 

[0034] It will be appreciated that arranging for new ap- 
plications, upon installation, to create appropriate reg- 
ister entries for files that may potentially contain user 
data reduces the risk that such user data will be lost in 

10 the event of corruption of the file or overlooked in the 
event of the user migrating to a new computer system. 
[0035] Although the embodiments have been de- 
scribed with reference to the new application identifying 
the appropriate files to the back-up and restoration soft- 

*5 ware 114, embodiments are not limited to such an ar- 
rangement Embodiments can be realised In which the 
new application creates the registry entries, which will 
remove the need to involve the back-up and restoration 
software 114 in the creation of such registry entries. 

20 [0036] Still further, the back-up and restoration soft- 
ware, or the new application itself, may create back-up 
and restoration files for storage on the HDD 11 6 and the 
registry entries would include information to that effect. 
[0037] It will be appreciated that the back-up and res- 

25 toration software 114 may be arranged periodically, or 
at predetermined times ortime intervals, to traverse the 
registry to read the associated identification data iden- 
tifying important user data or user files and to create au- 
tomatically back-ups of those files together with corre- 

30 sponding restoration data. 

[0036] Referring to figure 6, there is shown a flowchart 
600 of a process for migrating user data or user files 
from one'computer system to another computer system. 
The back-up and restoration software 114 scans the 

35 registry for entries relating to user data or back-up files 
at step 602. For each file found, or for selected files of 
the files found, the name and location of the user data 
or back-up file together with the restoration data is iden- 
tified or extracted, at step 604, and retrieved, at step at 

40 606, from the HDD 11 6, A transfer package is created, 
at step 608, containing the retrieved back-up file and 
restoration data. The newty created transfer package 
can be used by the back-up and restoration software 
114 on a new computer (not shown) to install the user 

45 data or user files within the file system of that new com- 
puter. 

[0039] Embodiments can be realised in which the reg- 
istry is traversed to read the Identification data Identify- 
ing the location within the file system of the user data or 

50 user files and to create in step 608 the transfer package 
using the actual user data or user files rather than using 
back-up copies of that data or those files. This embod- 
iment has the advantage that the most recent versions 
of the user files are migrated to the new computer sys- 

55 tern. 

[0040] Embodiments can be realised in which the reg- 
istry comprises date and time information, which can be 
used to instigate backup at predetermined times ortime 
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Intervals. For example, the backup and restoration soft- 
ware 114 might be arranged to transverse the registry 
to identify files that have not been backed up for a pre- 
determined period of time such as, for example, 5 days. 
The software 114 may present those fifes to the user 
and seek further back-up instructions or perform an au- 
tomatic back-up of all such found or selected files of the 
files found. 

[0041] Figure 7 shows a flowchart 700 of a process 
for installing a transfer package on a new computer sys- 
tem. The transfer package is opened or invoked by the 
back-up and restoration software 114, at step 702, to 
Identify or extract the back-up file and restoration data. 
The back-up file is installed using the restoration data, 
at step 704, at the appropriate location within the file 
system of the new computer. The back-up file and res- 
toration data are also stored, at step 706, within or on 
some form of non-volatile back-up storage. The location 
of the back-up file stored on the non-volatile back-up 
storage together with the restoration data is saved within 
an appropriate entry within the registry of the new com- 
puter system for subsequent use in backing up the user 
data or migrating the user data to yet another computer 
system. 

[0042] Although the process described in the flow- 
chart 700 illustrates the migration of an existing back- 
up file, embodiments are not limited to such an arrange- 
ment. Embodiments can be realised in which user data 
or user files are migrated to the new computer system, 
that is, the transfer package contains user data or user 
files rather than back-up and restoration data. In such 
embodiments, the restoration data would identify the lo- 
cation within the file system of the user data or user files 
rather than the location of the back-up files. 
[0043] Although the above embodiments have been 
described with reference to the registry containing loca- 
tion data identifying the location of a backup copy of user 
or software created data, they are not limited to such an 
arrangement. Embodiments can be realised In which 
the location data comprises, either alone or in conjunc- 
tion with a backup copy reference, a reference to the 
user or software created data itself. 
[0044] The above embodiments have been described 
with reference to creating backup copies of user data 
and applications. However, embodiments are not limited 
to such arrangements. Embodiments can be realised In 
which a backup of registry data or settings is created 
and the restoration data contains an indication of the 
appropriate place within the registry for the backed up 
registry data or settings. For example, an application 
might create various registry entries upon installation on 
a computer or the registry data or settings associated 
with the application might change. These registry en- 
tries may be backed up using embodiments of the 
present Invention. The backup data may be stored In the 
form of a file transfer package or otherwise. 
[0045] Although the above embodiments have been 
described with reference to the back-up copy of the user 



or software created data or the transfer package being 
stored in native form, embodiments can be realised in 
which the user or software created data or the transfer 
package is stored in a compressed form, which will re- 

s ducethe burden imposed on storage requirements. The 
burden Imposed on storage requirements might be fur- 
ther reduced by applying a hashing algorithm to the user 
or software created data or the transfer package in an 
attempt to ensure that a single copy of that user or soft- 

10 ware created data or transfer package is stored. This 
will, of course, assist in reducing the number of duplicate 
copies of information and, hence, might alleviate stor- 
age requirement pressures. 

[0046] The reader's attention is directed to all papers 

is and documents which are filed concurrently with or pre- 
vious to this specification in connection with this appli- 
cation and which are open to public Inspection with this 
specification, and the contents of all such papers and 
documents are incorporated herein by reference. 

20 [0047] All of the features disclosed in this specifica- 
tion (including any accompanying claims, abstract and 
drawings), and/or all of the steps of any method orproc- 
ess so disclosed, may be combined in any combination, 
except combinations where at least some of such fea- 

25 tu res and/or steps are mutually exclusive. 

[0048] Each feature disclosed in this specification (in- 
cluding any accompanying claims, abstract and draw- 
ings) might be replaced by alternative features serving 
the same, equivalent or similar purpose, unless ex- 

30 pressly stated otherwise. Thus, unless expressly stated 
otherwise, each feature disclosed is one example only 
of a generic series of equivalent or similar features. 
[0049] The invention is not restricted to the details of 
any foregoing embodiments. The invention extends to 

35 any novel one, or any novel combination, of the features 
disclosed In this specification (Including any accompa- 
nying claims, abstract and drawings), or to any novel 
one, or any novel combination, of the steps of any meth- 
od or process so disclosed. 

40 

Claims 

1 . A data processing system comprising first non-vol- 
45 atile storage storing a data structure; the data struc- 
ture comprising an entry having an associated iden- 
tifier and data identifying the location of a file com- 
prising a copy of at least user or software created 
data stored using second non-volatile storage; and 

50 first software comprising means to transverse the 
data structure to identify the associated identifier 
and means to retrieve and install the copy of the 
user or software created data in a pre determinable 
location of the first non-volatile storage; the associ- 

55 ated identifier comprising data identifying the entry 
as containing the location data. 

2. A data processing system comprising first non-vol- 



6 



WEST 



11 



EP 1 455 276 A1 



12 



atile storage storing user or software created data 
and first software comprising means to create and 
store a copy of the user or software created data 
using second non-volatile storage and means to 
create within a data structure, stored using the first 
non -volatile storage, an entry having an associated 
Identifier and data identifying the location of the 
copy of the user or software created data on the 
second non-volatile storage; the associated identi- 
fier comprising data identifying the entry as contain- 
ing the location data. 

3. A data processing system comprising first non-vol- 
atile storage storing a data structure comprising an 
entry associated with user or software created data 
and first software comprising means operable to 
create a data package comprising a copy of the user 
or software created data and restoration data iden- 
tifying at least one of a current storage location of 
the user or software created data on the first non- 
volatile storage or an association with an applica- 
tion. 

4. A data processing system comprising non-volatile 
storage and first software comprising means to 
store, using said non-volatile storage, a copy of user 
or software created data, originating from further 
non-volatile storage of a different data processing 
system and means to create within a data structure, 
stored using said non-volatile storage, an entry hav- 
ing an associated identifier and data identifying the 
location of the user or software created data on said 
non -volatile storage; the associated identifier com- 
prising data identifying the entry as containing the 
location data. 

5. A data processing system as claimed in any pre- 
ceding claim in which the data structure is associ- 
ated with an operating system. 

6. A data processing system as claimed in claim 5 in 
which the data structure is an operating system reg- 
istry. 

7. A data processing system as claimed in claim 6 in 
which the operating system registry is a Windows 
operating system registry. 

8. A data processing system as claimed in any pre- 
ceding claim in which the copy of the user or soft- 
ware created data has associated therewith, or 
comprises, data identifying a location for the copy 
of the user or software created data. 

9. A data processing system as claimed in any pre- 
ceding claim in which the user or software created 
data is associated with an application having a re- 
spective entry in the data structure and In which the 



first software comprises means to associate the en- 
try having the associated identifier and data identi- 
fying the location of the user or software created da- 
ta with the application. 

5 

10. A data processing system as claimed in claim 9 In 
which the means to associate the entry having the 
associated identifier and data identifying the loca- 
tion of the user or software created data with the 

10 application comprises means to create the entry in 
a subf older of a folder associated with the applica- 
tion. 

11. A data processing system comprising first non-vol- 
'5 atile storage storing a data structure and user data, 

associated with a user application; a first application 
comprising code means arranged to store a copy of 
at least a portion of the user data using second non- 
volatile storage and means to create a record within 
20 the data structure containing data relating to at least 
the location of at least one of the user data and the 
copy of the at least a portion of the user data. 

12. A data processing method comprising the steps of 
2s storing, within a data structure stored using first 

non-volatile storage, location data identifying the lo- 
cation of both a copy of user or software created 
data and restoration data associated with a prede- 
termined location of the user or software created 

30 data; the copy of the user or software created data 
and the restoration data being stored using second 
non-volatiie storage; retrieving the copy of the user 
or software created data and the restoration data 
using the location data and installing, on the first 

35 non-volatile storage, the user or software created 
data at the pre determinable location determined by 
the restoration data. 

13. A data processing method comprising the steps of 
40 storing, within a data structure stored using first 

non-volatile storage, location data identifying the lo- 
cation of both a copy of user or software created 
data and restoration data associated with a prede- 
termined location of the user or software created 
45 data; the copy of the user or software created data 
and the restoration data being stored using second 
non-volatile storage; retrieving the copy of the user 
or software created data and the restoration data 
using the location data and installing, on third non- 
50 volatile storage, the user or software created data 
at the predeterminable location determined by the 
restoration data. 

14. A method as claimed in either of claims 12 and 14 
55 in which the data structure is associated with an op- 
erating system. 

15. A method as claimed In claim 14 in which the data 
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structure is an operating system registry. 

16. A method as claimed in claim 15 in which the oper- 
ating system registry is a Windows operating sys- 
tem registry. 5 

1 7. A computer program element comprising computer 
program code means to implement a system or 
method as claimed in any preceding claim. 

10 

1 8. A computer program element comprising computer 
readable storage storing a computer program ele- 
ment as claimed In claim 17. 
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